IRB Application Sections — Privacy & Confidentiality

This video talks through the privacy and confidentiality sections of the IRB application,
describing the kind of information the IRB is looking for in response to those questions.
Application questions are rooted in the Belmont Report and federal regulations, so we'll start
there.

The Belmont Report was created by the National Commission for the Protection of Human
Subjects and was published in 1979. It establishes ethical principles underlying human subjects
research. Those principles are respect for persons, beneficence, and justice.

1. Respect for persons recognizes individuals’ autonomy and protects those with
diminished autonomy. Put another way, respect for persons demands that subjects
enter into research voluntarily and with adequate information.

2. Beneficence consists of two general rules. First, maximize benefits and minimize risks.
And second, do no harm.

3. And lastly, the core concept behind the principle of justice is that burdens and benefits
must be shared equitably.

In sum, the Belmont Report represents what researchers should do. Then there are the federal
regulations, which detail what researchers must do. Among many, many other things, the
regulations describe the Criteria for IRB Approval of Research. Satisfying these criteria is
required for research.

In thinking through privacy and confidentiality, we're focused primarily on the first two Belmont
principles, as well as criteria one, two, and seven.

Before we can dive further into form questions, we need to have a shared understanding of
what these terms mean in an IRB context. Privacy and confidentiality are related concepts, but
they are not the same.

e Privacy is the control over the extent, timing, and circumstances of sharing oneself
(physically, behaviorally, or intellectually) with others. Note that privacy is assessed
from the perspective of a reasonable participant, not the researcher or the IRB.

e Confidentiality is an extension of privacy in that it relates to the treatment of shared
information. The expectation is that the information shared will not be shared in ways
that are inconsistent with the participant's original understanding. In all research
involving human subjects, confidentiality of identifiable information is presumed and
must be maintained unless the investigator obtains the express permission of the
subject to do otherwise.

e The more sensitive the research material, the greater the care that must be exercised in
obtaining, handling, and storing data.

e And finally, truly anonymous research is rare.



Now that we've discussed terms, let's jump into the form questions.

On the left, we have a question about privacy during recruitment, informed consent, and data
collection. We also have a question about confidentiality when reporting.

On the right, we have questions asking about identifiable information to be collected, the
necessity of collecting those identifiers, and the researcher’s process for ensuring
confidentiality of those identifiers.

Three things to consider here:

e First, be sure to read each question in its entirety and answer all parts. Each question
requests different information. Be sure to respond fully, as providing detailed and
complete responses contributes to a smoother and often quicker review process.

e Second, we have intentionally included blue help text and links to online guidance
documents that are intended to assist you in responding to questions. Please use them.

e And third, notice that these questions focus on the entire research process, from
recruitment through reporting. If we were to synthesize these into a single, overarching
question, it might be, “What strategies will you employ to minimize risks and protect
privacy and confidentiality?”

[Recruitment]

During recruitment, you can protect privacy and encourage the participant’s control over the
sharing of his or her information by limiting social media postings and configuring appropriate
privacy settings such as disabling tagging and commenting. This is especially important if your
inclusion or exclusion criteria might reveal sensitive information about someone. In other
words, if they might “out” something personal about the subject that they did not want others
to know.

You can also instruct prospective participants to directly contact or send direct messages to
researchers, rather than posting publicly.

You can and should make use of the blind carbon copy feature when sending emails.

You can also avoid passing signup sheets wherever possible, because anyone signing up later
can see contact information for those who signed up earlier.

[Data Collection]

During data collection, you can minimize informational risk and discomfort by collecting the
minimum necessary. In other words, don't collect personal information that you do not need.
More information and more details mean more opportunity for a breach of confidentiality. For
example, if you don't have a need for them, disable the collection of IP addresses in Qualtrics.

You should make use of private spaces whenever possible. Locked offices are more private than
the library, and the library is more private than the coffee shop.



Conduct procedures individually, whenever possible.

You can also provide instructions to participants, such as, “Please do not include identifiable
information in your open-ended responses,” or, “Remember to delete your browser history and
cookies, especially if using a shared device in your home or in a public setting.”

If you're conducting group procedures, you can establish ground rules like not sharing
information outside the group and not using first names when speaking. And finally, you can
consider whether a member check process — having participants review the information they
share to ensure it is de-identified — is appropriate for your study or not.

[Data storage and analysis]
During data storage and analysis, you can encourage confidentiality of the data by de-
identifying information as soon as possible:

e Retain only the information you need — delete video when it's no longer needed; delete
audio when it's no longer needed.

e [f you must retain identifiers, consider key-coding the data. Label the data with a code.
Create a key that links those codes to names. Store that key away from the data. And
delete the key when you no longer need it. Key-coding data is especially helpful for
longitudinal work or if you have multiple forms of data that you need to link together.

You should also always store information — both data and identifiers — securely and in a manner
that only authorized personnel may access them.

You should also use secure, lowa State tools whenever possible. ISU- based clouds like CyBox,
Google Drive, and OneDrive can be used interchangeably without a modification. There's no
need to specify which cloud you intend to use.

[Reporting and sharing]

When reporting and sharing results and findings, you should not report identifiable information
unless you have explicit consent from participants to do so. Regroup categorical data. For
instance, don't report cells or variables with very few responses or cases. Consider whether or
how to report individual-level data in order to effectively prevent indirect identification. And,
consider whether and how to report contextual information — such as places or locations,
details, third party information — in order to avoid indirect identification. Using pseudonyms
and general descriptions are two common strategies researchers employ.

Finally, remember that not every strategy will work for every study. Protecting privacy and
confidentiality is context specific. Researchers must consider the full context of their study.
Only then can researchers limit risk and encourage confidentiality by enacting protections
appropriate for that context. In general, though, the strategies shared here are best practice
recommendations that, when applicable, you can build into your study design and describe in
your IRB applications.



In closing, the number one risk in social behavioral educational research, which is the majority
of research at lowa State, is harm from the disclosure of private information. You can minimize
those risks by using procedures that are consistent with sound research design and that ensure
robust privacy and confidentiality protections.

Questions? Contact us.
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