Tipsheet — Ensuring Confidentiality of Study Records

The Identifiers section on the Privacy and Confidentiality page of the application asks researchers to specify three
elements related to confidentiality of study records:

1. Indicate the types of identifiable information that will be obtained or used at any stage of the research. This
involves selecting items from a list in the application.
Explain why each of those identifiers are necessary and how the information will be used within the study.
Describe the steps that will be taken throughout the research process to ensure confidentiality.

Researchers must carefully consider and develop plans for how they will store, de-identify, destroy, and/or retain
identifiable study records. This pertains to all identifiable records associated with the project, whether electronic or
hard copy, such as:

lists of names and/or contact information for potential or enrolled participants
signed consent forms

screening/eligibility assessment results

keys linking ID codes/pseudonyms to names or contact information

o O O O O

data that contains any identifying content
o copies of raw or original data that have not been de-identified, such as surveys that contain email or
IP addresses, original audio recordings, etc.
o inherently identifiable data, such as video recordings, photographs, biometric data
o compensation records

When developing confidentiality plans, consider the following general best practices and tips.

Avoid using or collecting identifiers, when possible

o Some research can be conducted without using or collecting any identifying information—even for recruitment or
consent. Note: Participant names need not be obtained solely for informed consent purposes if the research is
eligible for exempt review or a waiver of documentation of consent.

o Minimize collection of demographic information to only that necessary for the research, particularly in cases
where demographics are indirectly identifying (in small or specific samples)
= Collect broad rather than specific characteristics (e.g., age or birth month and year only instead of full
date of birth; state or region instead of zip codes or city/state, etc.).

o Enable “anonymize” settings in online survey platforms (e.g., the Anonymize Responses setting in Qualtrics) to

ensure email addresses and IP addresses are not recorded with responses.

Avoid connecting identifiers to responses/data

o Ifidentifiers will only be used to issue compensation, use a stand-alone survey to collect those identifiers when
possible. This way identifiers are not directly linked to study data.
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https://www.qualtrics.com/support/survey-platform/survey-module/survey-options/survey-protection/

o If data will be collected at multiple time points, issue study ID codes when enrolling participants. Use the study ID
codes to link data across time points.
=  Some researchers ask participants to generate their own study ID code to allow data collected across
waves to be linked without using identifiers (e.g., enter the last four digits of your cell number and your
two-digit birth month to generate a six-digit ID code, etc.).

Separate identifiers from responses/data as soon as possible

o IfIP addresses are needed to verify responses, destroy after verification.

o Delete online subject pool ID codes, (e.g., CloudResearch, MTurk, Prolific, etc.) as soon as they are no longer
needed (e.g., after linking data across timepoints, awarding compensation, etc.

o Ensure file names are not identifying (e.g., do not use participant identifiers in files names for recordings,

transcripts, etc.).

o Beaware of indirectly identifying information. Even if data will never include direct identifiers such as names or
contact information, participants or others might be identifiable within study records based on vivid descriptions

or a combination of demographic variables.

= Review open-ended responses and recode/remove information that directly or indirectly identifies
people (participants or third parties), locations, or businesses/organizations. Examples:
= “Aunt Jean” or “sister” becomes “family member” or “sibling.”

” u

= Use broad terms like “executive,” “manager,” or “employee” instead of job titles.

= "ISU” or “Mitchell Elementary” becomes “Midwestern university” or “K-6 public school.”

= Ensure pseudonyms or ID codes are not indirectly identifying. Avoid using parts of participants’ names,
dates of birth, or any other information that could facilitate reidentification, particularly by anyone
familiar with the research setting or context.

o If identifiers cannot be recoded or removed from the data, devise plans for secure storage and limited access (see

tips in Managing identifiable data and study records below).

Audio/Video Recordings
o Convert identifiable audio or video recordings to transcripts or coded data as soon as possible.

= Remove identifying information when coding or generating transcripts.

o Destroy recordings after information has been extracted, such as when coding or transcription has been verified.

Photographs
o Edit photographs to remove or obscure faces or distinctive features (e.g., birthmarks, tattoos), individual or

organization names/logos, potentially identifying metadata, etc.

Name-code key management
o Ifcreating a key to link identifiers with study ID codes:

= Store the key securely in a separate location from the data (e.g., in a separate CyBox folder, etc.).
= Destroy the key as soon as it is no longer needed (e.g., after data collection has ended).
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Managing identifiable data and study records

o Implement robust security measures for identifiable study records that will be retained, such as video recordings,
photographs, detailed case study information, signed consent forms, etc.

o Ensure access is controlled and limited to the research team.
= Do not store identifiable records in settings where access cannot be controlled, such as shared lab space,
shared offices, etc.
= Ensure appropriate permissions are established in electronic or online storage settings. Keep
permissions updated as research team members leave.
= Keep physical records in locked cabinets or other spaces where access is limited.

o Minimize copying or sharing files; devise processes where team members do not save identifiable records to their

personal devices.

o Destroy recruitment or other identifiable lists generated for or during the study as soon as they are no longer

needed.
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